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INTRODUCTION

The physical protection of tall buildings is becoming increasingly of
great concern to their owners and consequently to their designers,
internationally. The two major contributing factors are expanding
industry and escalating terrorism.

Industrialization increases the risk of catastrophic accidents of explo-
sion, for example at Secunda recently and at Modderfentein not long
ago.

Terrorism breeds aggressor tactics like the car bomb, incendiary
bombs, hand-held rockets, limpet and other types of mines. Many
examples can be cited where these instruments have severely or
catastrophically damaged conventional buildings not to mention incal-
culable loss of life and hard assets.

A proper planning scheme for the protection of a building is generally
divided into the ACTIVE and the PASSIVE aspects. These apply for
both existing and newly planned buildings.

The ACTIVE aspects deal with operational countermeasures which
require human intervention, like guards, access control etc. Figure 1
shows various measures which are defined and organized by security
specialists involving personnel and electronic devices.

PASSIVE countermeasures (Figure 1), which facilitate and enhance
the active measures, are the responsibility of architects and engi-
neers. Architects incorporate planning and functional security meas-
ures, while structural engineers design the structural elements to
resist blast, fire and fragment effects. The latter discipline has become
known as HARDENING.

The objective of the physical security design is to optimize the
protection level within the design constraints of the project. Ideally,
security issues should be addressed throughout the design process;
not as an afterthought.

in this paper, some fundamental principles of military facility design
are applied in developing a rational approach to the hardening of
civilian tall building structures.

The first step is to define or assess the concept of THREAT to the
building and its assets.

THREAT ANALYSIS AND DEFINITION

There are indeed a variety of threat possibilities to consider. Excluding
the war scenario of aerial attack, nuclear biast, as well as natural
affects like wind and earthquake, a classification can be made as
shown in Table 1.

Table 1 : Modes of threat to buildings

EXTERNAL THREAT INTERNAL THREAT

« Explosion : gas, chemicals, con-
densed explosives

« Aggressor threats :

» Industrial explosion
» Aggressor threats :

- terrorist activity

- subversives bomb, sabotage of services
- protestors * Fire
- criminals

XTERNAL INDUSTRIAL EXPLOSION

{azardous substances capable of exploding include petroleum and
s by-products, various industrial chemicals, liquified gas and vapour
joud, and electrostatically charged dust. In addition, there are con-
lensed explosives, such as dynamite and plastics, used in the

construction industry for demolition and excavation. In terms of
quantity of TNT-equivalence, itis believed that hazardous substances
dominate as compared to condensed explosives. Many examples are
known all over the world where industrial explosions have caused
catastrophic damage to buildings and wheat silos.

When concerned with blast loading produced by condensed explo-
sives, procedures for predicting free-field blast effects on buildings
exist and are reliable’”. However, when it concemns gas and vapour
cloud explosion, very little reliable information exists and research is
inconclusive.

The civil engineering profession, outside of some USA and European
government agencies, has completely ignored this problem. Thus,
information on the response of buildings to this type of industrial blast
is taken from the information readily available on the strength of
buildings against nuclear blast effects. This information is of limited
use because comparable nuclear blast has considerably longer
duration and includes effects of EMP, heat and radiation.

Figure 2 shows several catagories of buildings and the correspond-
ing damage prediction-level due to nuclear blast. Yield and distance
is not given; the purpose being to illustrate relative effects for a given
nuclear blast scenario on different elements.

AGGRESSOR THREATS

Aggressors are people who perform hostile acts against assets
such as facilities, personnel or equipment, or who try to steal
vehicles, arms, money, drugs etc. Historical patterns have shown
that four aggressor groups and several modes and tactics can be
predicted. These are:

1) criminals

2) protesters

3) terrorists and

4) subversives,

with the objective to:

1) inflict injury or death

2) destroy or damage buildings and equipment or resources

3) steal hard assets or information or

4) create adverse publicity.

Table 2 illustrates the various groups with their respective
objectives and targets.

Table 2 : Aggressor objectives and targets

ASSETS/TARGETS OBJECTIVES
Criminats
Drugs, money/'soft' targets, banks, Theft

ware housing
Protestors

Soft/symbolic targets
Bystanders, cops, symbolic targets

Terrorists
High-ranking persons, crowds,
soft/symbolic targets

Subversives

Mission-critical personnel, equip-
ment, operations

Military or security information,
industrial secrets

Publicity, destruction
Publicity, death, destr.

Death, destruction,
publicity, theft

Death, destruction

Theft

AGGRESSOR TACTICS
AND MODES OF AGGRESSION

Six modes of aggression are commonly identified and are matrixed
in Table 3.

Vehicle mode

The most serious threat in the recent past has been the car-bomb,
which includes cars, trucks and vans, either moving or stationary,
laden with an indeterminable amount of explosives. If the facility is
able to withstand this threat, it should be capable of many of the
other threats. With the moving vehicle, the objective is to enter the
building’s basement or adjacent parking area with high explosives
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Table 3 : Aggressor modes and tactics
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Figure 2 : Nuclear blast resistance of buildings

and to detonate on abandoning the vehicle, thereby destroying the
structure, and to kill. It is most effective when an unobstructed ap-
proach is available. Cbstructions capable of stopping the vehicle's
energy with minimal penetration are required.

In the case of 3 stationary vehicle, the explosives are detonated
using time delayed or remote control devices. One method of
placing a bomb in a stationary vehicle is by 'planting' in an innocent
person’s vehicle who unknowingly drives it into the basement;
another is by simply abandoning at a preslected location or, thirdly,
by coercing an innocent individual to deliver the bomb by vehicle,
Counter-measure strategies are discussed |ater,

Standoff mode

The aggression is by means of weapons ike rifle, rocket or mortar,

Two tactic,s encountered are: )

1) Standoff weapons including line-of-site anti-tank rocket
(RPG-7) and indirect-line-of site improvised mortars. Effective
range for the RPG-7 is 500 im.

2) Line-of-site ballistic weapons like pistol, rifle, shotgun and
machine gun.

The protective design strategy for point (2) above s to eliminate or

minimize lines of sight to critical assets, and to harden the building

to resist the weapon effects for paint (1).

Surveillance mode

Here the aggressor compromises information from outside the area
where the information is housed. The three tactics are electronic
savescropping, visual surveillance and accoustical eavesdropping.
The protective design strategy is to eliminate or minimize sight lines
between vantage points and the asset: to eliminate listening
devices and to sound deaden walls, floors, windows and ceilings

Delivery mode

In this mode, concealed explosives or incendiary devices are
delivered through letters/packages or in supplies or equipment with
the objective to injure or kill. '

The countermeasure strategy is to scrutinize and detect suspect
deliveries and then dispose thereof. If detonation occeurs, building
damage should be eliminated for critical areas and minimized for
noncritical areas,

Chemical or biological mode

Here the water system is sabotaged with chemical or biclogical
agents through the storage tanks. The protective strategy is
basically detection, warning water users, supply shut-off and
providing emergency aiternative water supply,

Contamination of fresh air or the air conditioning system ean also
occur, but is not discussed further.

EXPLOSION EFFECTS

An explosion is a very rapid release of stored chemical energy
characterized by an auditie blast. Part of the energy is released as
thermal radiation while the rest is coupled into the air as airaLasT
and into the ground as GROUNDSHoCK, as radially expanding shock
waves,

The relevant energy release for buildings subjected to industrial
explosions and terrorist bombs, is airblast. The airwave propogates
by compressing the air molecules in its path, producing the ambient
over pressure or INCIDENT PRESSURE P.

It propogates with supersonic velocity, and, when it encounters the
building, it is reflected as REFLECTED PRESSURE P, on the
leading facade, amplifying the over-pressure by as much as 12-
factor, which depends on blast duration, distance, plane obliquity
and structural dynamic response. The airblast penetrates through
window and door openings, subjecting floor slabs, partitions, and
furniture to pressure, Diffraction of the wave oceurs as the shock
wave propagates around comers, creating amplifications and re-
ductions in pressure in these regions. Eventually, the entire
building is engulfed, in a matter of milliseconds, subjecting all
surfaces to different levels of over-pressure and reflected pres-
sures. The pressure decays exponentially in time and space and
eventually becomes negative — the so-called negative loading




phase — subjecting the building surfaces to suction forces. The
latter accounts for windows popping out and walls toppling
TOWARDS the direction of the BLAST origin.

The magnitude of OVER or INCIDENT pressure P, is proportional
to the weight of explosive W, and inversely so to the cube of the
distance from the centre of gravity of the charge R, that is:

P, =kxW/R? (1
where k = constant,

As the blast wave propogates past a given location, the maximum
pressure P_._which is responsible for damage falls off exponen-
tially with time according to:

PP e = (1-1/t,).exp (-c.tt) (2)
t = time after passing of shock front

t, = duration of positive pulse

¢  =constant.

Itis only after a certain time that a suction phase of lesser intensity
is developed as iliustrated by Figure 3.1.

Figure 3.2 illustrates the development of a shock front with
distance and time.
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Figure 3.1 : Load/time history
Reflected pressure P, obeys the formula:
P, /P, =2 + 6Ps/(Ps + 7Pa) (3)

Pr = Reflected pressure
Ps = Incident pressure
Po = Ambient pressure (constant).

\BLLTT _WAVE
1700 m/s =

et

Ny =l

DETONATION FRONT PROPAGATION DISTANCE

Figure 3.2 : Development of shock front with distance and time

Graphs and specialized computational aids are available from
Reference 1 ta calculate Equations 1, 2 and 3 accurately.

A secondary effect of the air-blast is dynamic pressure or drag
loading which is a very high velocity wind, propelling debris and
creating secondary projectiles, which can cause extensive damage
and injury. The wind drag is significant for Ps values greater than
500 kPa.

Peak overpressure magnitudes have many times been related to
structural damage as illustrated in Table 5 taken from Reference 2.

Table 5 : Structural damage and peak overpressure

STRUCTURE TYPE DAMAGE | OVERPRESSURE
kPa
Wooden frame residence Moderate 15-20
Severe 20-30
Wall-bearing, masonry Moderate 20-30
apartment houses Severe 35-40
Multi-storey, wall-bearing, Moderate 40-50
monumental Severe 55-75
Reinforced Concrete : Moderate 55-70
small window area Severe. 75-105
Steel frame office type Moderate 30
Severe 130

The building is also subjected to ground shock, producing ground
motions somewhat similar to a high intensity, short duration earth-
quake. Both horizental and vertical motion fall off rapidly with distance.
Roofs are often uplifted and thrown clear of walls due to vertical
movement. With light steel roafs, this behaviour facilitates rapid “de-
compression” following an internal explosion.

A formula for damage threshold from Referance 2 is:

d = w2%0,3 {4)

where d = distance from charge (in ft) ie
threshold distance of damage
w = charge yield in Ib.

Applying 250 b (113 kg) at 120 ft (36,5 m) the formula predicts no
damage at all for brick buildings.
It should be recognized that available computational aids/” and
empirical formulae tend to treat idealized building geometries. Many
real buildings have intricate architectural features which cause signifi-
cant wave obliquity and diffractions.
Care is thus necessary in applying the aids and is regarded as a
specialist discipline. '
Figure 4 depicts the definition of various parameters discussed
above.
One of the mostinteresting and difficult subjects in structural engineer-
ing is the design of structures for resisting blast effects. This field,
which is primarily that of reinforced concrete, has been developing
quite rapidly. '
Figure 5 describes the three distinct phases of building response to
a large explosion, such as from a car bomb or industrial explosion.
1. As the blast wave is reflected off theleading facade, windows are
shattered and the walls and structural columns deflect
horizontally under the reflected pressure.
2. As the blast wave expands and deflects around the building, over
pressure (side-on) develops on the roof, side walls/facade
and lastly on the far sided facade. Although these pressures are
smaller than those on the leading facade by a factor of
up to eight-times, they can, however, be significant.
Because the location of an explosion cannot be anticipated
accurately, each facade may be required to be designed as a
potential leading one.
The intemal pressure penetrating through broken windows or
other openings rapidly exerts a downward and upward pressure
on subsequent floor slabs. The upward pressure is significant be-
cause the floors and columns are normally designed for gravity
loads only. This pressure can be severe enough to cause ear, lung
and blood vesse! injury to occupants.
3) During the third phase, the frame re sponds dynamically to the
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Figure 4 : Definition of parameters

explosion induced blast impulse and ground shack whereby it will
deflect horizontally and vertically and oscilate according to its
inherent mode shape vectors. |

The three mades are illustrated in Figure 5.

Dynamic analysis

Analyzing a blast resistant building is best done by elementizing itinto
components, such as beams, columns, slabs or walls, in line with the
conventional procedure. Each component can be modelled as a
SDOF system and the response determined by using, for example,
the charts developed by Biggs‘ and the TM5-855-1 hardbook of the
USA army®. Computer programs are becoming available from the
USA and UK which are useful, although expensive, cumbersome and
limited in application scope. The time and cost of the analysis cannot
be ignored in choasing analytical procedures. SDOF (single degree
of freedom) models are suitable for numerical analysis on micro-com-
puters, but the more sophisticated FEM (finite element model) sys-
tems (ex ADINA) with non-linear material medels and options for
explicit modeiling of reinforcing steel, requires main frames.

In the case of tall buildings, dynamic response of the structural frame
under the global blast loading is an essential exercise to ensure
knowledgerof the overall frame stability, including foundations.

NM Newmark® has considered this problem in terms of effective
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Figure 5 : Response modes of building under biast impulse

Exterior Walls.

duration of the loading and the fundamental period of the structure,
rather than actual damage. When the blast duration is less than one-
third the fundamental natural period of the structure, the design
should best be based on impuise and momentum. When it is longer,
then quasistatic analysis, ie step load of infinite duration is advised.
Wind and earthquake design criteria provide first approximation ap-
proaches.

BUILDING DAMAGE

Primary damage is defined as damage which occurs locally due to
direct blast effects and the pushing over of part of the structure.
Secondary damage occurs due to subsequent or progressive col-
lapse of other elements. Primary damage is virtually unavoidable but
is controflable with proper design. Secondary damage can be serious
and should be anticipated. It is prevented by designing in more
redundancy degrees than are normally sufficient.

A French formula for mass explosions, similar to equation (1) is:
R = Cwoan (5)

where R = radius of heavy damage (m) to all building materials

W = charge weight (kg)

C = explosive related constant, but = approximately 8 to 10.
(Example : W = 50 kg, C = 8 gives Radius of destruction R = 30 m)

Columns and Windows

Roof and floor slabs

STRUCTURAL RESPONSE
UNDER BLAST IMPULSE




Damage prediction

A procedure has been developed by the USA Naval Civil Engineering
Laboratory (NCEL)®, which utilizes prediction tools based upon
correlations with test data. These provide designers with the means
to make credible estimates of blast damage to normal buildings.
Briefly, each component in a building is analysed using Pressure-Im-
pulse diagrams (P-I} resulting in a damage level for that component.
The damage level is assigned on a scale of 0,0 to 1,0 where 0,0
represents no damage and 1,0 complete damage. Each structural
element is weighted against its relative significance in the total
building. A summation of the weighted damage to all elements is
made to determine total building damage, also leading to a damage
level index for the entire building of value between 0,0 and 1,0. The
procedure goes further, relating building damage to a criterion of
whether the structure can be repaired or if demolition and replace-
ment is required. Re-useability of the building space after minor
repairs is also addressed. The family of curves in Figure 6 illustrates
an example of Damage, Re-use and Repair curves derived with this
method for a real composite constructed office building.

STRUCTURAL DESIGN CONSIDERATIONS

It would be impractical and too costly to design a civilian building to
resist large explosions to the point of remaining intact. A realistic
approach is to protect the occupants, assets and essential functions
of the building or complex, and to render the building practically
reparable. After an explosion, it is required that the structure should
remain standing with sufficient integrity to allow safe evacuation and
it is accepted that substantial repairs to some elements and most
finishes will be required.

The structural design must assume that the plans are in agreement
with requirements for the active and passive countermeasures.

The following design considerations on major elements are proposed:

EXTERIOR WALLS

Masonry walls may be inadequate and are questionable for the lower
three floors nearest to street level. Reinforced concrete, in situ or
precast, is advisable, but attention to connections is essential. Fixings
should be designed for positive and suction pressures. The minimum
thickness is designed to prevent spalling of the inside face due to blast
and shrapnel or secondary missiles. Breaching due to ballistic attack
or contact charges must be considered. Spalling can be controiled by
introduction of a thin steel spalling plate or cavity wall.

Concerning masonry walls, they are low an the scale of blast resis-
tance due to the weak bonding value of mortar joints under flexural
stress. The most effective way to protect masonry walls is, of course,
sufficient stand-off distance. Next best option is to reinforce them. It
has been shown through research® that the performance of rein-
forced masonry can approach that of concrete, while retaining the
pleasing a,rchitectural appearance and economy of masonry. If rein-

forcement is provided horizontally in the mortar joints and vertically,
through grouted voids, it has been found that, if the top and bottom
edges of the wall are restrained from rotation, ie no gap is provided,
the blast resistance of a reinforced, restrained masonry wall increases
in order of magnitude over a conventionalwall. This effect is due to the
reinforcement as well as arch action in both vertical and horizontal
directions.

Figure 7 illustrates research results on reinforcement content and
arch action.

GLASS WINDOWS AND FRONTS

Empirical data has shown that glass fragments are a major cause of
casualties. Apart from the flying shards-hazard, the sudden release of
over-pressure into the building causes a chain of harmful events to the
inner structure. The dynamic resistance of a pane of glass can be
computed or obtained from empirical aids. Generally, monolithic
thermal-tempered glass, laminated thermal-tempered and, when
stabilized for ultraviolet light, polycarbonates, including glass clad
polycarbonates, are recommendedwindow materials. Annealed glass,
wire reinforced glass, acrylics, and heat-treated, semitempered glass
are not recommended.

EXTERIOR COLUMNS

These are designed to resist the reflected pressure, including the load
transmitted by the wall panel. Reinforcement must provide for elastic

rebound, tension due to upward loading on slabs and frame stability.

ROOF FRAMING

The primary loading is the downward over-pressure, while a suction
load will develop rapidly due to the negative phase of the progressing
blast wave, as well as an upward pressure due to the blast having
penetrated through openings and windows underneath. The latter two
can be sufficiently out of phase not to accumulate, but to prolong the
loading period adversely.

FLOOR FRAMING

Blast pressure entering through windows above and below a particu-
lar floor must be analyzed for phasing and duration, as for the roof.
Generally, the upward vectar will dominate, if blast from street level is
considered only.

LATERAL FRAMING

A framed structure is much less liable to collapse than one having only
solid load bearing walls. A fundamental factor in bomb resistant
design is provision of continuity of reinforcement and soundly jointed
structures. Introduction of movement joints, whereby redundancy is
reduced, should be considered with extreme care, and limited as far
as possible.

The ‘knock-down' or 'domino’ effect should be avoided. This is of
particular importance in prefabricated, assembled facades or internal
walling. Fully framed steel or concrete or composite buildings not
relying on loadbearing brick walls have an enhanced order of resis-
tance.

Redundancy is the key issue; the load carried by members which are
removed by blast is then effectively redistributed. In the design of blast
resistant elements, the blast loads are combined with the effect of
dead load using a load factor of 1,0. The yield strengths of concrete
and steel are increased by 20 % and 10 % respectively for strain rate
effects. Also the ane-year concrete strength is used instead of the 28-
day value and design takes advantage of the energy absorption due
to inelastic deformations.

FOUNDATIONS

Loss of bearing capacity through the effect of particle displacement
due to groundshock is unlikely. However, severed water and sewer-
age pipes can lead to water saturation and fluid conditions which can
'soften’ the bearing stratum and result in settlement of foundations. It
is advisable to decouple such main services from the earth by
installing them in oversized sleeves or ducts in order to cater for
horizontal or vertical ground movements.

Piled foundations suffer damage only to the heads of piles and
bending cracks down the shanks at lower level. Underpinning, cutting
away of heads andrebuilding with rapid hardening concrete and grout
injection is a practical repair option. Lateral stability against blast
impulse can be achieved with raked piles.

CAR BOMB : SOME COUNTERMEASURES

Such bombs are uncoupled to the structure and untamped to the
ground. Groundshock transmitted is relatively low when compared to
buried bombs, for example, aerial bombs with delayed-action. The
effect of shrapnel from car bomb detonation is very difficult to
determine due to the indeterminancy of the bomb composition.
Assumptions have to be made, because shrapnel effects will be
encountered, be it in the form of nuts and bolts, naiis, sheet metal or
others. The major explosion effect is uncased blast pressure, which
can be quantified quite accurately as described previously.

When stand-off distance cannot be achieved, due to cost of land or
aother constraints (see under ‘Optimization’), the building must be
hardened sufficiently at high cost. However, in many cases, a combi-
nation of hardening and vehicle barrier emplacements, which enforce
a preselected stand-off distance, can produce a cost-efficient design.

The configuration of the entrance route to a vehicle barrier can have
a substantial impact on performance and cost. Where possibie, only
one route for entrance and exit should be provided. Since the kinetic
energy that must be absorbed by the barrier is proportional to the
square of the speed, reduction of speed through a series of sharp
radiused bends in the approach road is advantageous. This measure
can be enhanced by reversing the slope of curves, providing passive
barriers on both sides, speed bumps and S-curves.




Crash barriers and bollards are usually designed on the classical
kinetic energy principle. Tests have shown that blast reflecting pe-
rimeter walls are cost-effective only on low-rise buildings, or lower
levels of high-risers.

In general, the effects of an explosion from vehicle bombs can be
minimized by structure designs that increase the distance between
critical areas and the exterior walls. Interior courtyards and hallways
around the exterior walls of the building, as shown in Figure 8, provide
enhanced protection to interior assets. The upper figure depicts an
exterior hallway, ideally constructed of reinforced concrete. The
hallway functions as a frontline barrier which reduces the effect of
penetrating blast with several orders of magnitudes. Sensitive assets
are grouped towards the inner zones.

The lower figure describes differentarrangements with storage rooms,
utility rooms and low-priority or affordable assets, which are posi-
tioned outside, as the frontline barrier, while main assets are grouped
inwards with the benefit of a courtyard; the classical "fortress" configu-
ration. Itis always better to orientate the building so that the facades
are not parallel to roadways or parking lots.

Great advantage is also obtained from ‘venting' basement parking or
elevated parking floors inside the building. This can be achieved by
installing light-weight, steel louvred window coverings, or, if possible,
deleting coverings altogether on parking floors not on ground level.
Any bomb explosion will then be, so called, vented, having lesser
effect than an unvented one.

Consideration should be afforded to separating the podium floors
above from the parking floors through a heavy, hardened floor de-
signed for the maximum internal threat. This approach is required for
all columns and shafts, being primary, indispensable elements.

Lift and stair shafts are of particular importance as these elements
should remain intact as vertical traffic lines in a tall building. Highest
priority should be ensured by designing a shaft to resist blast and
shrapnel penetration. Some buildings' shafts have been designed
with a double, 'sacrifical' wall arrangement in the critical zones of
parking floors. Door openings in shafts should be protected for direct
line-of-blast by means of deflector-walls.

OPTIMIZATION PRINCIPLES

The total cost of protection can be identified under two components:
fixed costs versus variable costs. '

Fixed costs are those for security hardware, space requirements,
hardware maintenance and security personnel. These costs are inde-
pendent of the level or intensity of threat and attack. In other words,

it costs the same to keep a car physically away from a building,
whether the car contains a bomb of 50 kg or 500 kg TNT. Blast
protection, on the other hand, is a variable cost. It depends on the
threat level which is a function of the explosive charge weight and the
stand-off distance. We have no control over the amount of explosive
used, but we are able to keep it at a stand-off distance by installing
bollards or a secured perimeter fence,

The optimal stand-off distance is determined by defining the cost of
protection, that is hardening/construction cost, and the cost of stand-
off, ie land cost. Figure 9 shows an example where these two
parameters are considered as a function of stand-off for a given
explosive charge W. The cost of protection is assumed to be propor-
tional to the peak pressure level according to Equation 1. The cost of
land is assumed to be proportional to the square of the stand-off dis-
tance R. The optimal stand-off is the point for which the sum of these
costs is a minimum. .

As the land is usually limited to a constant, additional building area can
be obtained only by adding floors vertically; as the number of floors
increase, the footprint can also be decreased, providing an increased
stand-off distance. Taking into account the increasing cost of the
structure due to the added floors, and the corresponding decrease in
protection costs due to the stand-off, we can find the optimal number
of floors for which the cost of protection is minimal.

The method outlined above is used for the maximum expected
explosive charge weight. If the cost of protection for this charge weight
is notwithin the budget constraints, then the CHARGE WEIGHT must
be modified and the procedure repeated by iteration to obtain the
largest weapon yield and correspending level of protection which can
be afforded. If the primary objective of protection is to save contents
or maintain function, one is able to produce a design which minimizes
the COST OF ATTACK, which consists of the COST OF PROTEC-
TION plus the COST OF LOSS plus the COST OF REPAIRS. This
cost-optimization is illustrated in Figure 10. One calculates the

minimum cost of protection, as previously, for arange of attack levels,
ie explosive weight and stand-off. These minimum costs are com-
pared with the corresponing COST OF AN ATTACK on an UNPRO-
TECTED STRUCTURE. The OPTIMAL THREAT LEVEL is the one
for which the sum of these costs is a minimum.

The organigram in Figure 711 summarizes the design procedure
outlined above.

STATE-OF-THE-ART IN RSA

The application of protective design principles and hardening of tall
buildings in the RSA is still in an infant stage, generally speaking.
Individual examples exist, where the protective design is on a par with
the current international art. Due to security restrictions, however,
cast studies of these have not been published locally, butitis believed
that exchange of experience and knowledge will become ever more
available.

It is one of the most difficult but interesting subjects in structural
engineering, requiring and relying heavily on empirical data and
specialized test facilities. For this reason, virtually all knowledge and
data available‘in the RSA is imported' from the USA, UK, Switzerland
and some others, where extensive data-bases exist. In some in-
stances, verification of these is being undertaken in the RSA.

The SA Institute of Civil Engineers is drafting a general design aid on
the subject which is intended to expose South African designers to
state-of-th-art information and refersnce material.

No formal educational course is offered by any teaching institution
locally, although specialised courses have been offered in the UK
and, itis believed, are being planned in the USA. However, consider-
able knowledge is available in the RSA through some private and
institution libraries, enabling the proper design of protection.

CONCLUSION

General awareness of protective design necessity and its capabilities
is growing on an international scale, due to escalating terrorism and
expanding industry.

A great deal of physical protection of tall buildings can be achieved by
applying existing, proven knowledge of blast effects. Although the
parameters of blast loading are empirically-based, they rely on
extensive data-bases and ongoing research that verify and narrow
down the inherent margins of assumption in this science. Once the
blast loading has been defined for a particular structure, classical
theory of dynamic response analysis can be applied with accuracy,
whereby the safety margins of a building can be predicted realistically.
It is emphasized that the physical or passive protection is but one
aspect of a comprehensive protection programme, which should
never be addressed in isolation from the active counter measures.
The relationship between PASSIVE and ACTIVE countermeasures
should be studied uniquely for a building and optimized for minimum
cost of attack.

Protection of building structures has become a specialized discipline
encompassing all aspects of building science. Aithough it is still
evolving, its rational design solutions can be produced to counter
most of the physical threats of tall buildings.
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